MUWHUCTEPCTBO BHYTPEHHUX JAEJI PECITYBJIMKU BEJIAPYCbH
KPUMHNHAIJIBHA A MUJIMLNA
T'JTABHOE YIIPABJIEHUE I10 ITPOTUBOJIEUCTBUIO
KUBEPITPECTYIIHOCTHU

YTBEPXIAIO

HaYaJlbHUK TJIABHOTO YIIPABIICHHS 10
MIPOTUBOJICUCTBUIO  KHOEPIPECTYITHOCTH
KPUMHHATBHOW MUJTUITAN

MB/I Pecry6nuku benapych

ITOJIKOBHUK MUJIUITAN

A.B.Kosanés

.05.2022

HJTAH-KOHCIIEKT

K MPOBEACHUI0 KOMILICKCA NPOPUIAKTHYECKUX MEePONPUSTHI
«/lexaga kudepoesonacunocTu «Kuodepdern»

Muuck 2022



2

BBEJEHUE

[loBceMecTHOE BHEAPEHUE U  HCMOJIb30BAHME  KOMIIBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3/1a€T BO3MOKHOCTU ISt
oosee A(PGEKTUBHOTO pPa3BUTUSI DKOHOMHUKH, IIOJIUTHKH, OOIIECTBA U
rocyaapctsa B 1esioM. OqHaKo COBEpPIICHCTBOBAHKUE M IPUMEHEHNE BHICOKHUX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 HHPOPMAIIMOHHOTO
oOIIIeCTBa, HO M TOSIBJICHUIO HOBBIX YIpO3, OAHOM M3 KOTOPBIX SIBIISIETCS
KOMIIBIOTEPHAs MPECTYIHOCTb.

DOKCIOHEHIIMATBHO  YBEJIWYUBAIOIIUMCS TOTOK HUHGOpPMALUU |
npeobnaganue 1udpoBol uHGOpMaMu B 00pa3oBaTEIBLHOM  cpefie
COBPEMEHHOM IIKOJIBI aKTYaJUu3UPYIOT MpoodsieMy NpoduIakTUKu 1udpoBoi
0€30MacCHOCTH COBPEMEHHBIX IIKOJbHUKOB. Oco0oe MecTo B JaHHOM
BOMIPOCE  TPUHAMICKUT  mpoduiaktuke  1UdpPOBON  3aBUCUMOCTHU
IIKOJIbHUKOB, TOCKOJBKY JETH IMPOBOJAT B MHTEPHETE JOBOJIBHO MHOIO
BPEMECHH.

Kak n3BeCTHO, UHTEPHET HE TOJBKO COACPKUT MHOKECTBO IMOJIE3HOU
uH(popMaIuy 1 IPeAOCTaBIsIECT BEIOOP pa3BICUEHUM, HO U TAUT MAcCy yIrpos,
KOTOpPbIE MOTYT TOBJIMSTh M Ha MaT€pUAIbHOE COCTOSIHUE CEMbH, M Ha
MICUXOJIOTUYECKOE 3/I0OPOBBE JICTEH.

Ha Tekymuii MOMEHT BO3pacT HWHTEPHET-TIOJH30BATENS CHU3HIICS
HACTOJIHKO, YTO MOPOM MATWIICTHUE MAJIBIIIN O0OPaIIatOTCs ¢ KOMIIBLIOTEPOM U
MOOWJIBHBIMH YCTPOWCTBAMHU OoJiee JIOBKO, uyeM B3pocibie. [loMmumo Bcex
U3BECTHBIX IMOJOXUTEILHBIX MOMEHTOB, HHTEPHET HECET B ce0€ OMacHOCT,
KOTOpasi MOKET 3aTPOHYTh Ja)Ke MOJIb30BATEJICH MIIAJIIIEro JOIIKOILHOIO
BO3pacTa.

PaccMOTpuM OCHOBHBIE YIpO3bl, KOTOPBHIM IMOJBEPracTCsi MOJIOACKD B
COBPEMEHHOM KHOEPIPOCTPAHCTBE.

1. BUILIMHI

' BumyHr — o1uH U3 METOJIOB
0 c T O P O)l( H O e MOIIICHHHUYECTBA C

MOIIEHHUKHU B UHTEPHETE  ucCIOJIb30BaHUEM COLIMAJILHOM

ukeHepu. OH 3aKiIo4yaercs B

IE = @ TOM,  YTO  3JIOYMBIIJICHHHKH,
BULLIMHI

. UCTIONB3Ysl Tele(pOHHYIO CBSI3b U

ke BbIJ]aBasi ce0si 3a COTPYJHUKOB

HE cnepy# uHCTpyKUMSM
HE3HAKOMLIEB, NO3BOHMBLIMM
C HEN3BECTHOTO HOMepa

— 0aHKOB (MM TIPaBOOXpPAHMUTEIEH,

g § qToO OCOGGHHO JacTO IIPOUCXOIUT B
oy, o PE— focaenHee Bpems), oA
ApnHbie It £ Pa3InNYHbBIMHA npeajoraMu

Ak BBISICHAROT y MMOTCPIICBIINX
@ Coxpanm 5Ty MHPOpPMALNIO ¥ MOAENUCH C APYTUMMU
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CBEJICHUS O HAJIMYMH OaHKOBCKHMX IUIATSXHBIX KapTouek (manee — BIIK),
cpokax ux aeicteus, CVV (CVC)-komax, macmopTHBIX JaHHBIX, CMC-KOAAX C
LEJIbI0 XUIICHUS JACHEXKHBIX CPEICTB. B psne ciaydaeB 3510yMbIIIJIEHHUKAM
W3BECTHBI HEKOTOphbie pekBu3nTHI BIIK, a Takke aHKETHBIC MaHHBIC JUII, HA
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OoJbIIMHCTBE CiIydyaeB MPU COBEPIICHUH 3BOHKOB MOTEPIEBIINM
MPECTYIMHUKU UCTIONB3YIOT IP-Tenedonuto, koTopasi mo3BoOJsI€T MaCKUPOBAThH
TenedOoHHbIE HOMEpa MoJl HOMEpa OeJopyCcCKUX omnepaTtopoB cBszu. Kpome
3TOT0, 3aYacTyI0 3JIOYMBIIUICHHUKHA HCIONB3YIOT MecceHkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXXHOCTH  HCIOJb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYMHUKNA MACKUPYIOTCS MO JIOTOTUIIOM
y3HaBaeMbIX OEIOPYCCKUX OaHKOB, BBOJIA B 3a0JyKJICHUE MOTEHIIMATbHBIX
KEPTB.

3/I0yMBIIIJIEHHUKNA 3BOHST JKEPTBE W OT HUMEHU OaHKOBCKOTO
COTpYAHMKAa COOOILAIOT, YTO HEOOXOJUMO OCYLIECTBUTH KaKue-audo
neiictBuga ¢ BIIK, Tak kak KTO-TO JIHOO MBITACTCS IIOXUTHUTE C HEE JIEHEKHBIC
cpeacTBa, OO0 OGOPMIISET KPEAuT, JUOO MPOU3BOIUT TMOJIO3PHUTEIHHYIO
OIJiaTy. 3aBiiaJieB PEKBU3UTAMU KapThl, MPECTYNHUKUA OCYIIECTBIISIOT
XUIIEHUE JICHEKHBIX CPEJCTB ¢ OAHKOBCKOTO CUETa IMOTEPIICBIIETO.

B mocnemnee Bpems HauOosiee akTyalbHas cXeMa — MOOYXJICHUE
YKEPTBBI OTKPBITH KPEIUT. 3JOYMBIIIJICHHUKN COOOIIAIOT KEPTBE O TOM, UYTO
SIKOOBI KTO-TO TIOCTOPOHHHH TBITAETCSI OTKPBITH KPEIUT HA €€ UM, U ISl €TO
JICAKTUBAIMA HEOOXOIUMO CaMOCTOATEIBHO OOPAaTHTHCS B OAHK U OTKPHITh
KpPEIUT, TIEPECIIaB BIOCJIEICTBUHN PEKBU3UTHI CUETA.

2. (I)I/IH_II/IHI'“
OCTOPOIKHO! oucummccrss, wermo roropors

MOIIEHHUKHN B MHTEPHETE sBasiercs TOJy4YeHHE JOCTyma K

KOH(HUIEHIINATHHBIM JTaHHBIM

htpﬁ.ig) L~ [IOJIB30BaTENIE —  JIOTHHAM |
[

He roponmes nepescms Henomayicsongumns 1APOJIAM. DUITAHT UCTIOJIB3YETCS IS

0 CCbINKE, NONY4EHHOM Baii-aii-cetamu B kade

OT He3HaKomMua: WK Ha yavue

e OULLNHI [OJYYECHUSI J1OCTyIIa KU YYETHBIM

3alACSAM  IIOJIB30BATCICH  CaMBbIX

= : G pPA3JIMYHBIX PECYPCOB, HO 3a4acTyIO

™ mimevecomemne  OH  TIPUMCHACTCA UL XMINCHUA

e s it JAHHBIX TOJb30BATEIEM TOPTOBBIX

OHJIAWH-TIJIOIIAIOK.

Jng 3TOro 310yMBILITIEHHUKT
IOAMEHSIOT CTPAHUIly HCIOJIB3YEMOIO JXEPTBOM HWHTEPHET-CEpPBUCA HA
MOIIEHHUYECKY0, KOTOpas BHEIIHE SBJISACTCS JBOMHUKOM OpPWIHMHAJIA.
@UIIMHTOBAsT CTPaHUIA MOXKET MMETh CXOJACTBO C Pa3sHbIMH CEpPBHCAMMU:

@ Coxpanu 3Ty MHGOPMAUMIO ¥ MOAENNUCH C APYTUMK
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Kufar, benmoura, cayx6oii pgoctaBku, Oankamu, EPUIl u 1.1 B
COOTBETCTBUU C JTHUM MOKET UCIOJb30BAThCA PAa3HbI Mpeior s
nepexojia Ha CTPaHUIy MPECTYMHUKOM (3a0paTh 3a4MCIICHHbIE UM JI€HBIH,
MNOJATBEPAUTHh TOJYYEHUE TMOCBHUIKM Ha TOYTE€ WM B CIYy>KO€ JOCTaBKH,
MOJATBEPAUTHh MPUEM CPEACTB HA OJHOM M3 OAHKOBCKMX CEPBUCOB U T.H.).
HeBHUMAaTEIHHBIN HHTEPHET-TI0JIH30BATEh MOKET U HE 3aMETUTH MOJAMEHBI,
TaK KaK TOJOOHBIE CTPAaHUIBI BHU3YyAIbHO CXOXH C O(OpMICHUEM
OpUTHMHAJBHBIX caiitoB. Korma monp3oBarenb 3aXOJUT Ha  TaKylo
NOJJICNIbHYI0 CTpPaHUIy W BBOAUT JIOTUH W TApoJib, OHU CTaHOBSTCA
JIOCTYTTHBI MOIIICHHUKAM.

CTtouT OTMETUTh, 4YTO TMPUMEHsAEMas 3JOYMBIIUICHHUKAMH CXeMa
XUIIEHWA XapakTepHa He ToJbKO 1 bemapycu. CTonp ke CUCTEMHO 3TH
NPECTYIUICHUsSI COBEPINAIOTCS B OTHOLICHWUH IOJIb30BATENIe  CXOXKHX
pecypcoB, OpUEHTUPOBAHHBIX Ha WHbIE rocyaapctBa CHI': Poccuu (avito.ru),
VYkpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

3. CBATUHI
CBaTHHI — 3aBe€JOMO JIOXKHBIU

B H M M A H H E ! BBI30B IIOJIULVH, aBapuMHO-

BE3OIMACHOE MCIIONTb30BAHME COLICETE}f,  CITACAaTEJIbHBIX CIy KO, myTeM

MECCEHIDKEPOB V1 STEKTPOHHON TIOYTHY!  (haiiiuBBIX JIOXKHBIX COOGIMICHHH 06

a HENb3A 2] OIACHOCTH (Hanpumep, 0

s e @ G e MUHHPOBaHUHW, YOMICTBax, 3axBaTe
e () O @ TS 3aI0KHEKOB).

© ® CBaTuHr B IIEPBYIO OYEPEND

) o o o O C& pacmpocTpaHeH B cpele, e JIOMH,

Cows M . HAlle BCETO MONOJbIC, 0OBEIMHAIOTCH

29 s 0 KakuM-TO wLeisM. Hampumep, B

‘* Coxpaiu 3Ty uHPOPMAIMIO 1 NORSNUCH C APYTUMU OHHaﬁH-HFan. Y HHX eCcTh TECPMUH

«BBI3BATh MUJIMIIMIO HA JIOM» — KOTJa
JUIsl TOTO, YTOOBI, K IPUMEPY, JOCATUTh OOUIUYMKY, EMy Ha JIOM BbI3BIBAIOT
IpaBOOXpaHUTENEH, TNO0 COOOIIAIOT 0 MUHUPOBAHUH KaKOT0-T00 00BEKTa.

B mocnegHue Toapl cBaTMHT W3 3a0aBbl JIIOOMTENICH OHIANMH-UTP U
XaKepOB TPEBPATHIICS B MAacCOBOE SIBIIGHHE W OOJBIIYI0 TPOOJIeMy st
MIPAaBOOXPAHUTEIBLHBIX ~ OPraHOB  Pa3dWyHbIX  cTpaH. OOmIecTBeHHAs
OMACHOCTh TAKUX JESIHUM COCTOMT B TOM, YTO 3aBE€IOMO HEIOCTOBEPHBIE
CBEJICHUS JIC30PTaHM3YIOT HOPMAaJIbHYI0 pPaboTy OOBEKTOB TpPaHCIIOPTA,
NPENNPUATHI, TOCYIapCTBEHHBIX OPraHOB W YUPEXKICHUH, OpraHU3aldid
HE3aBUCUMO OT (DOPMBI COOCTBEHHOCTH. B CBOIO ouepenb, 3TO MPUYUHSET
CYIIIECTBEHHBIN S3KOHOMUYECKUI Bpel KaK CyObEeKTaM XO03sIICTBOBaHUS, TaK U
rpaxkaaHaM. [Ipu s3Tom umHbOpMaIS O BOZMOXKHOM B3pBIBE, MOJKOTE MO0
UHBIX JEUCTBUSAX, NPEANOJararolux TSKKUE TOCIEACTBUS, CIOCOOHA
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NOCeSATh MAaHUKY CPEAM HaceleHHs W BHECTH HEyHOOCTBa B MOBCETHEBHYIO
KU3Hb.

CrouT OTMETHTb, YTO OTBETCTBEHHOCTb 3a 3TO MPECTYIICHUE
HactynaeT ¢ 14 ner. Hakazanue — mrpad, apect, orpaHuueHre cBOOOAbI Ha
CpPOK 10 MATHU JIET WU JIMIIEHUE CBOOOABI Ha CpOK 10 cemu JjeT. Ecnu
peOeHKy, COOOIMBIIIEMY O JIOKHOM MUHUPOBAHUH, HE UCIIOTHUIIOCH 14 neT,
HACTyMaeT aJMUHUCTPATUBHAsI OTBETCTBEHHOCTh pOJUTENICH, a peOeHKa
CTaBsIT HA YYET B MHCIEKIHIO TI0 JieJiaM HECOBEPIICHHOJIETHUX..

4, IAOC-araku

DoS — 310 araka Ha BBIUMCIUTENBHYIO CUCTEMY C LIEIbIO TOBECTH €&
JI0 0TKa3a, TO €CTh CO3/IaHHE TaKUX YCIOBHM, MPHU KOTOPBIX 100pPOCOBECTHHIE
MOJIb30BATEIN CHUCTEMbl HE MOTYT IMOJYYUTh JOCTYN K MPEIOCTaBISEMbIM
CUCTeMHBIM pecypcaM (cepBepaM), JHOO H3TOT JOCTyN 3aTpylHeH. B
HacrosAwmee BpeMa DoS m DDoS-arakn momyJiipHbI TE€M, 4YTO TO3BOJSIOT
JIOBECTH JI0 OTKa3a MPAaKTUYECKU JTH00YI0 CUCTEMY.

OObIYHO aTaka OpraHU3yeTcsl MPU IOMOIIU TPOSIHCKUX MPOTPaMM.
[IpeaBapuTenbHO  TPOSHBI ~ 3apa)kal0T  HEJOCTATOYHO  3AllMILCHHbBIC
KOMITBIOTEPHI OOBIYHBIX IOJB30BATENIEd U MOTYT JOBOJIBHO JIOJTO€ BpEMs
HUKaK ce0sl He MPOSBIATH HA 3apaKEHHOM KOMIIBIOTEpE, OXKUAasi KOMaHIbI
OT cBOero xo3simHa. KoMmmbloTep MOKET MOJBEPrHYTHCS TAaKOW aTake MpH
MOCEIICHUH PA3IMYHbIX 3aPaKEHHBIX CAWTOB, MPU MOJYYEHUH AJIEKTPOHHOU
MOYTHI UM MPU YCTAaHOBKE HEJIUIEH3UMOHHOTO MPOTrPAMMHOI0 00ecreueHusl.
Korna 3moyMbliieHHUK coOMpaeTcsl HayaTh aTaky, OH JaeT KOMaH[Iy, U BCE
paHee 3apaXCHHbIE KOMITBIOTEPHI HAYMHAIOT OJHOBPEMEHHO CJIaTh 3alpOChI
Ha CalT-KEPTBY.

Haubonee wmaccoBass Do0S-ataka B benapycu Obuia mnpousBeneHa
DKCTPEMUCTCKMMH KaHanamu B 2021 roay. 3nMOyMBIIIIEHHUKH, HAMEPEHHO
yTauBas uHpopmanuoo o0 yroJoBHOM OTBETCTBEHHOCTH 3a yuyactue B DOS-
aTake, MPUBIEKIM K YywyacTuio B Hed Oonee 10 Thicsy rpaxaan
(MpenMyIEeCTBEHHO W3 4ucia MOJIoAexH). I[IpakThuuecku Bce y4YaCTHHUKHU
3TOr0 MPOTHBONPABHOTO JCHCTBUS OBLIM YCTAaHOBJIEHBI, a HaumOolee
aAKTUBHBIE U3 HUX OBUIM MPUBJICYEHBI K YTOJIOBHOM OTBETCTBEHHOCTH.

5. TPYMMHI'

I'pyMHHT — 3TO BXOXIEHHE B3POCIIOrO YEJIOBEKA B JIOBEpHE K PEOCHKY
C I1EIbI0  CEKCYaJIbHOTO  CaMOYAOBJIETBOPEHHUS.  3JIOYMBIILUICHHUK
JTMCTAHIITMOHHO HAIyIbIBA€T CBsA3b C PEOCHKOM uepe3 COIUAJIbHBIE CETH,
MECCEH/KEPhI, OHJIANH-UTPBI, JIIEKTPOHHYIO TTOUTY. 3aTEM MOKET BBIHYIUTh
pebenka mpuciaath ¢Gororpaduu HHTUMHOTO XapakTepa, BOBJIEYbL B
M3TOTOBJICHHE MOPHOTpaUUECKUX MATEpPUAJIOB, CKJIOHHUTh K HWHTUMHOU
BCTpPEUEC B PEATHHOCTH.
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OT rpyMHHra OTJIMYAKOT CEKCTUHI — 3TO TNEPEChUIKAa JIMYHBIX
dbororpaduii, CcOOOIMIEHUH  HMHTUMHOIO  COJICp)KAHMS  TTOCPEACTBOM
COBPEMEHHBIX CPEACTB CBSI3U: COTOBBIX TeIE(OHOB, IJIEKTPOHHOM MOYTHI,
COLIMAJIbHBIX UHTEPHET-CETEM.

[Topoit mox BIUSTHUEM CUTYaALIMU WIIA SMOLUM, MOXKET I0KA3aThCs, YTO
nepecinath Takue (oTo — Xopomas uaes. Yamie Bcero mapHu U JAEBYUIKH
JenalT 3T0 (QuUpTys, NOAAABIIMCH HACTOWYMBBIM YrOBOpPaM, IMbITASICh
pa3Biiedb CBOMX JIpy3ei, YTOOBI MOJIYYUTh UX MpU3HAHUE (Yallle TEPEChLIAI0T
qyykre (OTO, YTOOBI MOXBACTATHCS), WIH K€ MPOCTO OTOMCTUTH. JTa M,
pAMO  CKaXEM, HE OYEHb XOpOoWas:  3JOYMBIIUJICHHUK  MOXKET
BOCIIOJIb30BAaThCS TAKOM JJOBEPUUBOCTHIO BO BPE/L.

6. KUBEPBYJIUJIMHT

KubepOy/utuHT — TpaBiisl MOJIB30BATENsI YEPE3 BCE KaHAJbl CETEBOIO
OOLIEeHNA: COlMalbHbIe CETH, (OPYMbI, 4YaThl, MecceHxepbl. [IpoBoaUTH
TPaBII0 MOTYT KakK OJHOKJIACCHUKH, HHTEPHET-APY3bs W T.A., TaK H
COBEPILIECHHO [TOCTOPOHHUE JFOU.

Ota gopMa MCUXOJOTHYECKOTO TEeppopa MOXKET MPUHUMATH pa3HbIC
o0JIMuus: OCKOpOJIEHUSI 4Yepe3 JMYHbIE COOOIIeHUs, MnyOauKanus u
pacrpocTpaHeHHe KOH(PUIACHIMAIBHOM, MPOBOKAIIMOHHOW HHMOpMAIUU O
xepTBe; (usmyeckas arpeccuss u Tak pganee. [Ipuuumubl kubepOysuMHra:
YyBCTBO IIPEBOCXOCTBA, 3aBUCTh, YYBCTBO MPEBOCXOACTBA HAJl CONIEPHUKOM,
YyBCTBO COOCTBEHHOM HEMOJHOLIEHHOCTH, CaMOpean3alys.

Ocob0 crnemyeT OTMETHTh CIOCOO BO3ACHCTBUSA 3alpelieHHBIM
KOHTEHTOM. PeOEeHKy MOTyT TOKa3blBaTh MOPHOrpadUyYecKue MaTepHabl,
HaHOCS yIIepO IMCUXHMKE, TaK KaKk M300paK€HHOE CO BPEMEHEM IMEpPECTaHET
BOCIIPUHUMATBHCS peOEHKOM Kak aMOpajibHOE MOBE/ICHHUE.

Yrpo3a HOBOTO BPEMEHHU — TaK Has3bIBaeMble TpymNIbl cMepTu. U xots
OOBIYHO CO3JATENSIMU TAaKUX TPYII SBISIOTCS CaMH MOAPOCTKH (Lenb —
«Xalm», KaxJaa OCTPBIX OUIYIICHHH, KeJIaHUue JOMUHUPOBATh U YIPABIATh
IpyruMu), B TMOJOOHBIX Tpynmax co3Jaercs OJIaronpUATCTBYIOIIAS
atMocdepa s KyJIbTUBUPOBAHMS CYUIIMIATEHBIX HAMEPCHHM.

/. MOIIEHHUYECTBO B COLCETSX
B nacTosiiiee Bpemsi 0co00 akTyajabHOM CTaHOBUTCS MpoOsieMa 3aluThl
AKKayHTOB B COIMAJIBHBIX CETAX W MPOTUBOJACHUCTBUS pa3IUUHbIM (hopMaMm U
BHUJIaM MollleHHn4YecTBa. Hanbosee TunmmyHbie criocoObl 0OMaHa B COIICETSIX
CETOJIHS TAKOBBI:

Ilpeoonnama
3II0yMBIIIUIEHHUKU pa3MeNaloT OOBSBICHHUS O MPOAAKE KaKUX-THOO
TOBapOB MO OPOCOBBIM II€HaM, HO JJI €ro MOoJyudeHus (AKoObl OCPEICTBOM
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MOYTOBOM TEPECHUIKM WJIM CIY>XOBI JTOCTaBKH) TPEOYETCS TMEepPECUHCIICHHE
IPEeIoIUIaThl WM 3aJaTKa Ha YKa3aHHBIE «IPOJABIIOM» OaHKOBCKYIO KapTy,
ANEKTPOHHBIA Komenek. OObBIYHO MOcie MEePEYUCICHUST 0KHIaeMblid TOBap
TaK M HE MOCTYIAET, a KIIPOJIABEID) MEPECTACT BHIXOAUTH Ha CBA3b.

Hlanmasic u evimozamenscmeo
B HEKOTOPBIX ciyyvasx

B H M M A H M E ! 3JIOYMBIIIJICHHUKHW MOT'YT YI'POXKAaTb

3AIUTHU CBOIO pasriialliCHUCM pa3INYHbBIX

BAHKOBCKYIO KAPTY KOMIPOMETHPYIOWHX  CBE/ICHUH  C

OESJIBIO BBIMOI'aTCJIbCTBA.

@ HENb3A By CoumanbpHble CETH — OTO
PO — Coouars CWaonunn KITATLE3D IIEPCOHAIILHOU
et TR pngopMaluu o yesoseke. [lomyuus

E 5] HECAHKIIMOHUPOBAHHBIA JOCTYIl K
W= - CTpaHHUI[AM B COIHAIBHBIX CETAX,
ampomgocyrax oo TIEPENICKE HIIEKTPOHHBIX MOYTOBBIX
e A SIIUKOB U OOJIAYHBIM aKKayHTaM H
i@ Coxpany Ty MHGOPMALNMIO U NMOKENUC C APYTUMA 3aBJIaJICB H306pa>KeHHHMH, HEC

IpeaHa3HaYEeHHBIMU I

nyOJIMYHOTO MPOCMOTPA, TNPECTYNHUKH BCTYyHNAIOT B MEPENHUCKYy C
NOTEPIEBIINMU, TpeOysi pa3Hble JIEHEXKHbIE CYMMbl M Yrpoxkas B CiIyyae
OTKa3a PacIpOCTPAHUTD UX B UHTEPHETE.

Ounaiin-uzpol
WHaycTpus TPOU3BOACTBA WP IS IEPCOHAIBHBIX KOMIIBIOTEPOB M
MOOWMIIBHBIX Ta/PKETOB JIaBHO CTall0 BBICOKOAOXOMHBIM Om3Hecom. He
YAMBUTEIbHO, YTO IIOBBIIICHHBIM BHUMAHUEM OHAa TIOJB3YETCS U Yy
MOIIIEHHUKOB. [IeHHOCTh TYT MPEACTABISAIOT M aKKAyHTBI MOJIb30BATEIICH, K
KOTOPHIM HEpPEIKO NpHBsA3aHbl PeKBU3MTHI BIIK s MOKYNKM HIPOBBIX
IPCUMYIIECTB, M KOJUICKIIMOHHBIC TPEIMETHI, KOTOPbIE HWIPOKH TaKKe

HEPEJKO MPUOOPETAIOT 3a peallbHbIC ICHBTH.

BHYMAHME! 8 COBETHI O FE30NACHOCTH

CylIiecTBeHHYI0  4acTb  CBOEM

pbEasas BEROUACHOLTS KU3HU COBPEMEHHBIC JIETH M TMOJPOCTKH
B MHTEPHETE
MPOBOJSAT B HWHTEpPHETE, a 3HA4UUT 0e3
YCTAHOBWUTE AHTUBMUPYC HA BCE rl
Cs il ’é“ 0a30BBIX 3HaHUU B obJyracTu
HE nepexogure no HE cooBuyaiive ceon
‘;?SSEQ‘MZZE,‘Z'SW‘" ppoemsese KHOEPOE30TIACHOCTH UM, KakK u
N - B3pOCJBIM, He 00oiiTHch. Yem paHbIie
17 ‘E HayaTh NMPUBHUBATh HABBIKK OE€30MMaCHOIO
A mnnos"® B3AUMOJIEMICTBUS C BUPTYAJIIbHOM CPEIOH,

BHE3aNHbIX BLIMIPbIlei HE wenonbayiite oavHaKoBbie e G
Naponu AN1A BCeX aKKayHTOB

@ Coxpann 3Ty #HPOPMALIIO 1 IIOAENNCH C APYTHMI
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TEM IPOYHEE OHU YCBOATCA. M CTaHyT TakMMH K€ E€CTECTBEHHBIMH, KakK
MBITHE PYK.

Cosemosamuvcsa ¢ pooumenamu
Ecnu pebeHOk XO4YeT 3aperucTpupoBaThCsi Ha KakoM-JIMOO caiirte,
co3/aTh NpoPuib B COLMAIBHOM CETH W BBUIOKUTH CBOM (ororpaduu,
Jydilie Tepel 3TUM MOCOBETOBATHCS C POJAUTENSIMHU. B3pociblii 4enoBeK
CMOJXKET JIy4Ille MPOaHAIU3UPOBATh CUTYAlLUIO U MOHSThH, OMACeH JIM CauT, a
TaKk)ke TTIOMOYb BHIOpATh CHUMKH, KOTOPBHIE MOKHO BBUIOXKHTH Ha BCeoOlee
0003peHue.

Yemanosumo oucmanyuonnwviit konmpoans
OYHKIUS  «POAUTEJBCKOT0  KOHTPOJsD» — 3TO0 U Kak

cnennannupoBanHoe 110, Tak u yciyru mpoBaiijiepa, KOTOpbIE BKJIIOYAET B
ce0st cTaHIapTHBIA HA00p QYHKIUNA. A UMEHHO:

- OrpaHWYEHUE BPEMEHU HAaXOXKJICHHs peOeHKa B CETH;

- OrpaHUYEHUE BPEMEHU IMOJIb30BAHUS KOMIIBIOTEPOM;

- BO3MOXKHOCThH CO37laHuA rpaduka C JOMYCTUMBIMU YacaMu pabOTH B
TEUEHUE JIHS;

- OJIOKHMpOBKA CalTOB C 3alpPElIEHHBIM KOHTEHTOM;

- OrpaHWYEeHHE Ha 3allyCK MPWIOKECHUN (HampuMep, UrP U HUHBIX
MPUJI0KEHU) U YCTAHOBKY HOBBIX MPOrpaMM;

bepeuwv auunvie oannvie
Jlaxe ecnu peOCHOK yMaeT, YTO XOPOILO 3HAET YEJIOBEKA, C KOTOPbIM
oOIaeTcss OHJAlH, HE HYXHO paccKa3biBaTh MOJIPOOHOCTH O cebe U O
poautensx. Homep Tenedona, agpec, HOMep LIKOJIBI U KJ1acca, MECTO pabOThI
poauTeniel U UX Tpaduk, BpeMs, KOTraa B KBAPTHPE HET B3POCIHBIX, a TAKKE
JaHHBIC M3 JIOKYMEHTOB, HOMEpa OaHKOBCKHX KapT — TaKyr HH(GOpPMAIUIO
HU B KOEM CJTydae HeJb3s IepeaBaTh APYrUM JIOJISIM.

He oeaumubca ungpopmayueit o 3HaKomuvlx

[TpaBuio, mpuBEEHHOE BBIIIE, PACHPOCTPAHSIETCS U HA APYTUX JIOJICH.
He Hy>kHO pacckasbiBaTh PO APY3€d U OJHOKIACCHUKOB, COOOIIATh, I/I€ OHU
JKUBYT W Yy4aTcsl, Kakue KpyKKH TocemarT. Henb3si mokaspiBaTh UX
dboTorpaduu — HM BBIKJIQJIBIBATH UX B CBOMX MPOQPUILX B COIUAIBHBIX CETSX,
HU TeM 0oJjiee B YaCTHOM MepernuckKe.

Ecnu  xowercs BBUIOKHTH TpynmoBoe (GOTO C TMpa3gHUKa WU
TPEHUPOBKHU, CHayajga CTOUT OOCYIUTh 3TO C TE€MH, KTO H300pakeH Ha
cHuMKe. WM nydiie, ecim oHM cooOmIAT POAUTENSIM, 4YTO Takoe (oTo
MyOJIMKYETCSI B UHTEPHETE.
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Dunvmposamsp unghopmayuio
MouieHHNKHA aKTUBHO MCIOJIB3YIOT UHTEPHET B CBOMX MHTEpecax. OHu
MOTYT OOMaHBIBATh JIIOACH W MaHUIYJIUPOBATH UMHU, JABsl HA KaJOCTh WU
ctpax. [losToMy Hag0 HAYUUTHCS CKENTUYECKHM OTHOCHUTHCS K JIHOOOMU
uH(popmaIuu, pa3MeIIeHHON B UHTEPHETE, U HE JOBEPSATH CIIENO BCEMY, UTO
TaM MUIIYT.

I'naBHOe ynpaBjieHHe 10 NPOTUBOAEHCTBUI0O KHOEPNPECTYNHOCTH
KpuMuHAJAbHOU Muiauunu MB/L Pecnyoiinku benapych



